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Abstract. Responsible vulnerability disclosure can secure the defender’s
head start by controlling when a vulnerability becomes public. However,
this status quo is now challenged by increases in capability of Al models,
which benefits both defenders and adversaries. When both sides draw
their capability from the same AI model, the defender’s head start de-
pends on the lab’s decision to release the model, and the question be-
comes not whether to release but how. Existing safety frameworks govern
only the deploy-or-withhold threshold and leave the timing of release un-
modeled. We cast this decision as a bilevel Stackelberg game in which a
lab commits to a window that sets each side’s capability over time in a
downstream contest between defender and adversary. Defender welfare
turns on the capability gap, not the shared level. Handing one model
to both sides can trap the defender in a Red Queen’s race, whereas a
pre-release to the defender alone creates a protective gap, and the lab’s
optimal window balances this welfare gain against the opportunity cost
of delaying release. For dual-use models, the lever is the sequencing of
access, not the deployment threshold.

Keywords: Responsible Al release - Stackelberg security games - Vul-
nerability disclosure - Stochastic games - Frontier Al safety.

1 Introduction

When a zero-day vulnerability surfaces, the adversary’s path to damage is short:
discover the flaw, weaponize it, strike. The defender’s path to safety is longer:
discover the same flaw, build a patch, test it, ship it, and wait for the fleet of
systems to install it, a rollout that remains slow, costly, and bottlenecked by end-
user adoption. This pipeline asymmetry means that, without some compensating
defender advantage, the adversary finishes first.

Responsible disclosure is the established mechanism for providing that ad-
vantage to the defender. Arora et al. [4] formalized the canonical model: a co-
ordinator decides how long to withhold a vulnerability before public disclosure,
while the software vendor decides when to ship a patch. The welfare-optimal pol-
icy is an interior deadline, long enough for the vendor to patch but short enough
to incentivize action, and the 90-day window (with a possible 30-day extension)
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became the industry norm. The framework succeeds under three conditions: the
flaw is not yet independently known to adversaries, patching is faster than in-
dependent rediscovery, and reverse-engineering a shipped patch into a working
exploit takes long enough for the fleet to update. Together, these conditions
mean that responsible disclosure creates a temporary information advantage for
the defender, allowing them to ship a patch before exploitation is likely.

Each of these conditions is now under pressure from a common source: Al
agents can discover the same vulnerability independently and cheaply across
actors, dissolving the information advantage that coordinated disclosure was
designed to create [I7]. Reverse-engineering time from patch to exploit has col-
lapsed from days or weeks to hours [I0JI6]. And the time to weaponize a known
flaw has dropped in tandem, as frontier models have demonstrated the ability
to exploit real one-day vulnerabilities autonomously [I7I3840J4T].

These dynamics shift the disclosure decision upstream, to the laboratories
that build frontier models and decide how to release them. OpenATI’s Prepared-
ness Framework [28], Anthropic’s Responsible Scaling Policy [3], and Google
DeepMind’s Frontier Safety Framework [14] each define capability thresholds at
which deployment requires additional safeguards or must be withheld entirely.
Yet these frameworks answer the binary question whether to deploy at all, not
how to responsibly release a model that clears the deployment threshold but
still carries dangerous dual-use capability. The need for a more fine-grained ap-
proach to model release decisions beyond binary deployment thresholds is not
hypothetical: evaluating Anthropic’s Claude Mythos Preview, the UK Al Secu-
rity Institute found it the first model to complete a simulated multi-step network
intrusion end-to-end [I], while Mozilla used the same model to identify and re-
mediate 271 Firefox vulnerabilities before the model’s public release [20].

We recast this problem with a new leader and a new lever: the frontier labora-
tory, and the capability gap an Al model release induces. We model the decision
as a bi-level three-player Stackelberg game in which the laboratory commits
to a release policy that parameterizes a downstream zero-sum stochastic game
between a defender and an adversary, solved to its unique value by backward in-
duction. The laboratory then selects the policy that maximizes its payoff, trading
downstream defender welfare against the opportunity cost of delaying release.
The zero-day disclosure literature framed traditional disclosure timing as a game
in which neither immediate disclosure nor secrecy is optimal [4]; we move that
decision upstream to the lab and make the lever a capability gap rather than an
information gap.

Our central result is that symmetric capability scaling does not benefit the de-
fender and can reduce its welfare, whereas the capability gap a pre-release opens
raises it. Releasing the same model to both sides at once equips them equally
and gives neither a head start, yet the structural pipeline asymmetry favoring
the adversary remains intact. A pre-release window restores the balance by open-
ing a temporary capability gap: the defender operates at the frontier while the
adversary remains a generation behind, rebuilding the time advantage that re-
sponsible disclosure once provided. Neither public release nor embargo opens the
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gap: public release equips both sides at the frontier, embargo holds both at the
previous generation. Calibrating against real vulnerability data with capabilities
elicited through an LLM-Delphi method [24], we find defender welfare and the
lab’s payoff are jointly maximized by a pre-release, robustly across the calibrated
uncertainty range.

Contributions.

1. Frontier AI lab as a third-party leader over capabilities. Unlike the
usual defender-led security game, here a frontier Al laboratory leads by set-
ting both players’ time-varying capabilities through its release policy, induc-
ing a downstream zero-sum stochastic game between defender and adversary
(Section [3)).

2. The capability gap, not the level, drives welfare. We show that de-
fender welfare depends on the gap between defender and adversary Al ca-
pability rather than on the shared level: handing both sides the same Al
model traps the defender in a Red Queen’s race, whereas a pre-release opens
a protective gap that public release forgoes (Section .

3. Calibration to real frontier-model transitions. We instantiate the game
on successive Al model releases, with AI capabilities elicited by an LLM-
Delphi panel, and show that a pre-release remains the lab’s equilibrium
choice across the elicited uncertainty, lowering the equilibrium attack fre-

quency (Section [£.2)).

2 Related Work

Our framework spans several areas of prior work: the economics of vulnerability
disclosure, game-theoretic models of cyber conflict, Stackelberg security games,
the release and evaluation of frontier Al systems, and the quantitative modeling
of AI risk through structured expert elicitation. We review each in turn.

Vulnerability Disclosure Economics. This literature frames disclosure as a timing
problem controlled by whoever holds the patch. Rescorla [30] finds no clear sta-
tistical evidence that finding and disclosing vulnerabilities substantially improves
software quality, questioning whether the benefit outweighs the post-disclosure
exposure. Arora et al. [4] model a coordinator who sets a disclosure deadline
and a vendor who chooses when to patch, showing that an interior deadline is
welfare-optimal because it forces the vendor to patch sooner. Choi et al. [I1]
let the vendor choose both its security investment and disclosure policy. Their
model considers that an update only protects users who install it, while the
disclosure itself enables adversaries to reverse-engineer the flaw. Closest to our
setting, Canann [9] adds a profit-maximizing adversary and heterogeneous users,
showing that disclosure improves welfare only when zero-days are cheap enough
that the adversary attacks regardless and enough users still patch. This finding
is our point of departure. As frontier Al drives Canann’s search cost toward zero,
the adversary attacks regardless, uncovering the flaw with or without disclosure.
The protective timing that disclosure once provided dissolves, leaving as the de-
fender’s only head start the capability gap that opens when it holds the newest
AT model while the adversary remains a generation behind.
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Game-Theoretic Models of Cyber Conflict. A parallel literature models the con-
test between adversary and defender directly, as a game over whether to attack,
patch, or hold. Moore et al. [25] weigh stockpiling a vulnerability against dis-
closing it, and Axelrod and Iliev [5] characterize the optimal moment to use a
stockpiled exploit. Bao et al. [6] model the vulnerability discovery, exploitation,
and patching lifecycle as a two-player zero-sum partial-observation stochastic
game, reduce it to a belief-state stochastic game solved by Shapley backward re-
cursion, and validate it on the DARPA Cyber Grand Challenge. What this line
of work shares is a closed contest in which capability is a fixed, exogenous param-
eter. Al breaks that closure. When adversary and defender draw their capability
from the same released model, capability becomes endogenous, set by the lab’s
release decision. We add that lab as a third player, a leader whose release policy
sets both sides’ capabilities and turns this adversary-defender contest into its
downstream subgame.

Stackelberg Security Games. A common way to model the effect of defense mea-
sures and guardrails is the Stackelberg security game, in which a defender com-
mits to a defensive strategy, and an adversary best responds. This paradigm has
been developed and deployed at scale for allocating defensive resources [37123],
with the leader being the defender. Our leader is a third party, the releasing
laboratory, which sets both players’ capabilities through its release policy, then
lets the defender and adversary compete to equilibrium.

Frontier-Al Release and FEvaluation. Existing safety frameworks developed by
frontier AI laboratories largely focus on whether to deploy an AI model at all,
rather than how to release one that clears the deployment threshold but still
carries dual-use capability [28/3|T4]. Prior work has explored several interme-
diate release mechanisms, ranging from the staged release of GPT-2 [35] and
Solaiman’s later gradient-release methods [34] to Shevlane’s structured-access
framework [33]. We build on this line of work by casting the pre-release chan-
nel as an economic decision: the lab trades the welfare gain of a protective
gap against the opportunity cost of delaying public release, and optimizes the
channel’s duration rather than selecting it manually. The importance of release-
channel design is underscored by growing evidence of frontier-model cyber ca-
pabilities, including demonstrations that leading models can exploit most tested
one-day vulnerabilities [I7] and strong performance on agentic attack-and-patch
benchmarks involving real systems [29/4TJ40/39/38].

Quantitative AI Risk and Expert Elicitation. An open problem in frontier-Al re-
lease and evaluation is how to translate benchmark capabilities into quantitative
risk. Murray et al. [27] map benchmark scores to risk estimates through expert
elicitation, and Barrett et al. [7] decompose attacks into MITRE ATT&CK steps
and elicit AI uplift from human and LLM-simulated Delphi panels. Both use
elicitation to measure the risk a model poses, as input to a deploy-or-withhold
decision. We instead use elicitation to choose when to release rather than to
score whether to: the elicited capabilities set the per-round rates of defender and
adversary on which our release game is solved, obtained from the LLM-Delphi
procedure of Lorenz and Fritz [24], which adapts the Delphi method [I3] to
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language models and builds on evidence that LLM panels can approach human
forecasting accuracy [19U31].

3 Model: Three-Player Stackelberg Security Game

Our framework models the inherently dual-use nature of frontier AI models in
cybersecurity. These models can help software vendors detect new vulnerabil-
ities and automate patch creation, while simultaneously enabling adversaries
to automate the discovery and exploitation of zero-day vulnerabilities. Because
both sides draw their capabilities from the same AI model, releasing the next-
generation frontier model determines the capability profiles of both players, erod-
ing the classical timelines of responsible vulnerability disclosure and making the
frontier Al lab a strategic actor in the vulnerability lifecycle. Our framework an-
swers which release strategy a lab should follow to balance the system’s welfare
against its economic interests.

To analyze such a release, we formulate a bilevel, three-player Stackelberg
game over a security subgame (Figure . The frontier Al lab Lab acts as the
leader, committing to a release policy, while the defender Def and adversary Adv
are followers who interact in an induced stochastic game. The lab itself does not
directly cause harm. Its committed policy instead parameterizes the interaction
between Def and Adv by setting both sides’ access to the frontier model.

The game has two levels: the frontier Al lab, which controls a model’s release,
and the inner game between adversary and defender that the release induces.
Section [3.1] introduces this bilevel structure and the capabilities linking its two
levels; Section then details the inner game’s dynamics and value, and Sec-
tion the leader’s policy and payoff.

3.1 Game structure

The game shown in Figure [1| has the following structure. The release policy de-
termines both players’ capability schedules (®). Conditional on this policy, Def
and Adv play a fully observable, zero-sum stochastic game over the discovery, ex-
ploitation, and patching of n vulnerabilities (@), whose unique value is obtained
by backward induction (®). This value determines the lab’s payoff (@), and
maximizing it over admissible release policies yields the Stackelberg equilibrium
(®).

We formalize this in the tuple

g - <{|—ab7 De{:aAdV}7 ALabv {SG(T(Lab)}ﬂLabGALab) ULab>7 (1)

in which Lab is the Stackelberg leader and commits to a release policy m ap €
Alap (Section that induces an inner stochastic game SG(m ap) between the
defender Def and the adversary Adv (Section , whose value determines the
leader’s payoff Uy . (Section .

Conditional on the policy 7_ap, the defender Def and adversary Adv play the
inner game

SG(ﬂ'Lab) = <{Def7AdV}7 @7 {ADeﬁAAdv}a QS’ R>7 (2)
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Fig. 1. Overview of the bilevel game. The lab Lab (leader) commits to a release policy
7ab that sets both players’ capabilities (@), inducing an inner zero-sum stochastic
game between the defender Def and adversary Adv (@). Backward induction solves
this game to its value (®), and the resulting defender welfare, net of the opportunity
cost of delaying the release, forms the lab’s payoff (®), whose maximization over policies
gives the Stackelberg equilibrium (®).

a simultaneous-move, fully observable, zero-sum, finite-horizon stochastic game
over n co-disclosed vulnerabilities and a horizon of T" rounds.

We model the inner game as a race on each vulnerability: each player must
pass through a sequence of steps to patch or to exploit it. The defender follows the
patch-management lifecycle [36], detecting the flaw, generating a patch, testing
it, and shipping it, after which the patch protects the fleet only as users install
it [I5]. The adversary follows the offensive stages of the cyber kill chain [21],
detecting a vulnerability, generating an exploit, and exploiting it, with a second
route that reverse-engineers a shipped patch by difﬁnﬂ it back into an exploit []].
The two pipelines are asymmetric in length: a real-world defender must balance
security, functional correctness, and availability, so they test before shipping and
then wait for adoption, whereas the adversary need only reach a working exploit.
This structural asymmetry is the premise of our analysis.

Modeling assumptions. The structural properties of SG(m ap) are design choices
to guarantee a unique game value via backward induction, with each acting as
a conservative baseline. First, full observability allows the defender to monitor
the adversary’s pipeline progress perfectly. This simplification overstates the
defender’s natural strength, ensuring that the protective effects we report derive
strictly from the Al capability gap. Second, a zero-sum payoff structure makes
the adversary a pure damage-maximizer, and so provides an upper bound on
harm, since a real adversary that also weighed its operational cost would attack

3 Diffing compares the patched binary against the unpatched one to localize the
change, which often pinpoints the very flaw the patch closes and shortens the path
to a working exploit.
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less. Third, a finite horizon isolates a single model-generation release window.
We defer a broader discussion of these game-theoretic abstractions to Section [f]

An AI model determines the capabilities of Adv and Def. Because Al assis-
tance does not support each step of the two players equally, we represent their
per-round capabilities by the capability vector

K = (Hdisc7 Hegen7 Hrev7 Hpgen’ K/ptest) c [07 1]5’ (3)

These capability rates couple the two levels of G. Conditioned on policy 7| ap,
the release determines each player’s per-action capabilities, thereby inducing the
schedules Kpef(t) and Kkaay(t) (Section[3.3). The transition dynamics of the inner
game consume these schedules stage by stage (Section .

3.2 Inner game (Defender vs. Adversary)

We now specify the inner game’s components, unpacking in turn: the state
O, the legal actions Aper and Aagy, the transition kernel @, the reward R, and
the value they induce.

State space. The state tracks each player’s progress through its pipeline. For
each vulnerability v we track the two pipeline stages and the ship round r(*) (&
before ship). With a shared round counter ¢,

6 = {0,....T} x H[ {NONE, DETECTED, READY}
N——— —

t ! (v)
9 Adv

x {NONE,DETECTED, BUILT, TESTED, SHIPPED}

(v)
O Def

x ({O,...,T—l}u{z})]

r('U)

(4)
The round counter advances by one each round, and the initial state 8y hast =0
with every stage at NONE and every ship round at &. The joint state space grows
exponentially in n, so we restrict to n < Npax.

Action sets and legality. Fach action advances the acting player one pipeline
stage per round on a single vulnerability, with the two exceptions: exploit deals
damage from READY without advancing, and reverse engineer jumps straight
to READY by diffing a shipped patch,

Aper = {nop} U ({detect, create _patch, test_patch,ship_patch} x {1,...,n}),

Apdv = {nop} U ({detect, create_exploit, exploit, reverse _engineer} x {1,...,n}).

(5)
Each player takes one action per round. The no-operation action nop is al-
ways legal, while every other action requires its prerequisite stage on v, and
reverse _engineer additionally requires r®) =# . Because exploit does not advance
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the stage, the adversary may exploit a READY vulnerability in every remaining
round, with the damage decaying as coverage grows. Because the adversary acts
once per round, create exploit and reverse engineer compete: once a patch ships,
it weaponizes either its own discovery or the shipped patch.

Transitions. A release fixes how fast each side advances along its pipeline through
the rates of , scheduled over time by the policy as kpef(t) and kagv(t) (Sec-
tion|3.3)). Each legal action then succeeds as an independent Bernoulli trial at the
acting player’s capability rate, a memoryless model of one attempt per round,
with failure leaving the stage unchanged. The two pipelines advance indepen-
dently, so @ is their product, and for the legal pairings,

Pr[DETECTED | NONE, detect] = x{°(t),
egen )

Pr[READY | DETECTED, create_explmt} Ky
Pr[READY | {NONE, DETECTED}, reverse _engineer| = rpy, (¢),
]
| =
I =

pgen( )’ (6>

Pr[BUILT | DETECTED, create_ patch] = xg¢
Pr[TESTED | BUILT, test_patch] = ngefst( ),

Pr[SHIPPED | TESTED, ship _patch

where i € {Def, Adv} indexes the acting player and ship_patch at round ¢ de-
terministically records r(*) = ¢. The independent route create exploit is the
adversary’s only path before a patch ships; once the defender ships on v, the
same event that begins patch coverage also exposes the patch to diffing, so the
adversary may instead play reverse_engineer at rate xjy,. Because the adversary
takes one action per round, the patch route competes with the independent route
rather than dominating it.

Rewards. The reward is nonzero only when the adversary exploits a READY
vulnerability, where it equals the damage dealt, a loss to the defender and a gain
to the adversary,

—d® (1= cov®(0))  apgqy = exploit(v), o) = READY,
R(0, apef, andy) = ( ®)) ana P (). Thay
0 otherwise.
(7)
The per-round damage d(*) > 0 is the cost of a fully exposed exploit, discounted
by the unpatched share 1 — cov(*) (). Coverage is zero until ship, then grows at

the adoption rate p,

0 r® =g
©)(9) = ’ 8
cov(0) {h(t—r(”)) ") € 0,....T—1}, ®)

with h(At) = min(1, pmax(0, At)). Because R gates on ng)v = READY, attacks
turn on exploit-readiness rather than disclosure in every regime, and because R
is independent of apef, the defender acts only through the transitions that drive
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a patch to ship. AI inference costs enter as a per-action cost cpes > 0 in the
defender’s external reward,

R3S = R — cpef 1[aper # nop), 9)

which supplies the welfare term of U, (Section [3.3). Because the inner game is
solved on R alone, this cost leaves the inner equilibrium unchanged.

The inner value. Being fully observable, zero-sum, and finite-horizon, the game
admits a unique value, which we compute by backward induction over the hori-
zon, the finite-horizon specialization of the stochastic game of Shapley [32]. Writ-
ing V(0) for the defender’s value at state 6, the recursion forms the stage matrix
and takes its minimax value,

M (0) aper, ana, = B(0, apef, andy) + Z P(0, apef, andy)[0'1 V (0'), (10)
9/

V(0) =val|M(0)| = max min  z' M(6)vy, 11
(6) [ ( )] TEA(Aper) yEA(Aaay) ©)y (1)
with V/(0) = 0 at ¢t = T. We write Vi (mLab) 1= V(00;mLab) for the value at
the initial state. The value is unique, though the optimal strategies need not be,
which we revisit when defining welfare (Section [3.3)).

3.3 The leader: release policy, payoff, and equilibrium

Section solves the inner game for a specified capability schedule. The leader’s
task is to condition that schedule through the policy m .p, and to weigh the
welfare it produces against the cost of delay. The rest of this subsection follows
that order: the lever, the welfare it yields, the payoff, and the equilibrium.

Release policy. The leader’s (Lab) action is to choose when a new frontier model
reaches Def and Adv (@). It commits to a window length T that determines
how long the new model is withheld from the adversary,

Map = W € {0,1,..., T} U {EMBARGO}. (12)

Three regimes follow. A public release (PUBLIC), W = 0, grants both sides
access simultaneously. A pre-release (PRE_RELEASE), W € {1,...,T}, grants
the defender immediate access and the adversary access only after W rounds, at
which point the model becomes public. An embargo (EMBARGO) withholds the
model from both sides for the entire horizon.

Induced capabilities. The release exposes two levels of the capability vector (3
y )

the previous generation kP**¥ and the new one K"V, with kKP™¥ < K™V com-

ponentwise; a release moves a player from kP™V to kK"°" when its access opens.
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The window therefore sets the schedules kpef(t) and Kagy(t) that the inner game
consumes,

KPTEY TLab = EMBARGO7
Kpef(t) =

K™V otherwise,

(13)

new

otherwise.

KP™ = EMBARGO or t < W,
Kadv(t) = .

The induced gap Ax(t) = Kpef(t) — Kadv(t) is nonzero only inside a pre-release
window (t < W), where the defender already operates at the frontier k"% while
the adversary remains at kP™V; public release and embargo both leave it at zero.
Section [4 shows that it is this gap, not the shared capability level, that moves
defender welfare.

Defender welfare. Under the inner equilibrium the defender realizes welfare
UDef (TLab) = E[ ;‘F:_ol Rﬁ));':| = Vet (mLab) — coef E[ |{t : aper # nop}| ], (14)

that is, the inner value V3 (7 ab) minus a per-round action cost cper for each time
step in which the defender acts. Because the inner game is solved with respect
to R alone, the value V3 is unique, but the optimal defender strategy need
not be (Section . As a result, the induced action count, and hence upes, is
not determined by V3. alone. In particular, value-optimal strategies that differ
only on vulnerabilities never brought to READY by the adversary are payoftf-
equivalent under R but differ under RES. To obtain a unique welfare measure,
we select among value-optimal strategies the one with minimal expected action
count. This is equivalent to taking the limit cper — 07, which yields a unique

UDef (TLab)-

The lab’s payoff. The lab weighs the defender welfare upef(miap) against the
opportunity cost of withholding the model,

ULab(TLab) = Upef(TLab) — Cdelay £(TLab) 5 (15)
—_—— — ——
welfare opportunity cost

where cdelay > 0 is the per-round cost of holding the model private and £(miap)
is the number of rounds it is withheld from the adversary: £ = 0 under public
release, £ = W under a pre-release of length W, and £ = T under embargo. The
pre-release window thus trades the welfare gain of a wider protective gap against
a delay cost that grows linearly in its length.

Stackelberg equilibrium. The lab commits first and anticipates the followers’
equilibrium response, so the Stackelberg equilibrium is the policy that maximizes
its payoff,

Tl ap € argmax Ul ap(mLap)- (16)
TLab EALab
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Because A = {0,1,...,T}}U{EMBARGO} is finite, we solve by enumera-
tion: for each candidate we solve the induced inner game to its value V3¢ (miab)
by backward induction (Section , read off the welfare upes(miLab), and select
the policy of greatest payoff Ujab(7Lab)-

4 Game Calibration

This section grounds the model in real-world data and exercises it on real
frontier-model releases. We sort every parameter into three classes: the fixed
environment, the cost levers, and the Al capabilities—and ground each in the
appropriate source. The Al capabilities are not directly observable as per-round
rates, so an LLM-Delphi panel elicits them from benchmark evidence. A sen-
sitivity analysis then identifies which components the game responds to (Sec-
tion . We show empirically across the elicited model releases that releasing
publicly leads to a Red Queen’s race, whereas a temporary capability gap im-
proves welfare: protection depends on the gap, not the shared level (Section.

4.1 Parameterization and Game Dynamics

The game’s parameters fall into three classes (Table. The Class A environment
is Al-independent: we calibrate the adoption rate to published remediation data
and fix the horizon, surface size, and damage numeraire by modeling choice.
The Class B cost levers, cdclay and cpef, are swept to locate the band where
the leader’s commitment is non-trivial and to anchor the operating point for
the release decision. The Class C' capabilities, the five components of k, are not
observable as transition probabilities and are therefore elicited from an LLM-
Delphi panel [24] that converts benchmark evidence into the per-round rates the
model requires.

Environment (Class A). The horizon T spans a single release window, and the
surface holds n different vulnerabilities, both kept small (n < 3) for tractability.
The per-round damage d(*) is the numeraire. The adoption rate p governs how
fast a shipped patch reaches the fleet through h(At) = min(1, pAt), so coverage
is full after 1/p rounds. Because p is exogenous to both players, it is the one
Class A parameter we calibrate from real-world data rather than set by design:
a round is seven days, and the software-sector mean time to remediate, about
63 days [15], gives 63/7 = 9 rounds, which we match to 1/p to yield p = 0.11.

Cost levers (Class B). Because cost levers are lab- and release-specific and are
not directly observable, we sweep them to identify the band in which the leader’s
commitment decision is non-trivial (Figure . We use a synthetic Al capabil-
ity instance with kP**¥ = (0.64,...,0.64), k™% = (0.74,...,0.74), and hence a
uniform capability increase of Ak = 0.10, with n = 2 vulnerabilities. The com-
mitted window W* is interior only within a band of the delay cost cgelay, and
the per-action cost cper shifts it within that band. We set cgelay = cper = 0.05,
with cgelay at an interior point of the band.
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Table 1. Parameter inventory by class: A environment, B swept cost levers, C capa-
bilities (elicited, release-dependent). Defined is the domain the implementation admits
and Calibrated the value or range used in the runs.

Symbol Description Defined Calibrated Source
Class A — environment

Post-ship fleet coverage rate (0,1] 0.11 Edgescan [15]
d® Per-round damage (numeraire) >0 1.0 Unitcosts
T Per-window horizon (rounds) >1 48 Model Choice
n Co-disclosed vulnerabilities Nt {1,2,3}  Model Choice
Class B — swept cost levers
Cdelay Per-round hold cost >0 [0,0.5] Parameter Sweep
CDef Defender per-action cost >0 [0,1.3] Parameter Sweep

Class C — capabilities (elicited, release-dependent)

pdise detect (both sides) [0,1] elicited ~ LLM-Delphi
K& create_exploit [0,1] elicited ~ LLM-Delphi
K reverse engineer (patch diff) [0,1] elicited  LLM-Delphi
KPeen create patch [0,1] elicited ~ LLM-Delphi
KPYS' test patch [0,1] elicited ~ LLM-Delphi

Capabilities (Class C). The Al capabilities are the last class to fix and the one
that drives the inner game’s dynamics, yet the five components of k are not
directly observable, so we elicit them rather than measure them. We precede the
elicitation with a screening of which components the game responds to, applying
the Morris method of elementary effects across three outcomes: attack success,
defender welfare, and reliance on the patch-diffing route, the adversary’s alterna-
tive to independent weaponization once a patch ships (Figure [3)). Patch testing
kPt and patch generation xP8™ are most influential on attack success and de-
fender welfare: the defender’s longer pipeline is the binding constraint. Exploit
generation k8" leads the offensive components and governs the patch-diffing
share alongside discovery x4¢; reverse-engineering ™V is weakest throughout.
The defensive rates and x°8°" thus drive the results, while "V matters least.

Eliciting Class C. Our elicitation follows the Scalable Delphi method of Lorenz
and Fritz [24], which has three parts: the target variables to estimate (here the
five components of k), a board of LLM experts, and a shared evidence base. The
board consists of five security-expert personas: a defensive specialist, a malware
reverse engineer, an AI/ML security researcher, a threat-intelligence analyst, and
a compliance officer. Each runs on GPT-5.1, so no assessed model judges itself.
The evidence is a shared corpus of offensive benchmarks (CyberGym [39], Ex-
ploitGym [38], BountyBench [40], AISI [1], Cybench [41]), defensive benchmarks
(SWE-bench [22], FeedbackEval [12], SWT-bench [26]), and the Zero Day Clock
[16] for patch-to-exploit latency, together with each rated model’s own system
card. From this evidence, each panelist estimates the Bernoulli transition rates
for the five successive frontier models (GPT-40, OpenAl o4-mini, Claude Opus
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Fig. 2. Committed window under the two cost levers. (a) Optimal window W™ versus
delay cost cqelay for several capability jumps Ak. As delay costs increase, W* decreases
in discrete steps, while larger capability jumps widen the optimal window. (b) Opti-
mized lab payoff U, as a function of cdelay and the per-action cost cper. Although cper
does not affect the inner equilibrium, it enters the outer optimization objective and
therefore shifts the optimal committed window. Base point: Ak = 0.10, n = 2, and
Cdelay = Cpef = 0.05.

Table 2. Elicited per-round capabilities (panel mean =+ std). Each cell is the Bernoulli
transition rate for one pipeline action per round.

Model K:dlsc Kegen K:rev Klpgen K:ptest

GPT-40 0.07+0.03 0.04 £0.02 0.06 £0.03 0.09+0.05 0.1240.06
OpenAl o4-mini 0.124+0.03 0.07+0.03 0.104+0.03 0.15+0.05 0.20+0.06
Claude Opus 4.5 0.17£0.04 0.12+£0.03 0.154+0.03 0.224+0.06 0.28 £ 0.06
Claude Opus 4.6 0.22+£0.04 0.14+£0.04 0.174+0.02 0.2440.06 0.29 £ 0.06
Mythos Preview 0.31+0.06 0.26 £0.08 0.29+0.06 0.31+£0.06 0.37 £0.07

4.5, Claude Opus 4.6, Claude Mythos Preview), mapping the benchmarks’ end-
to-end pass rates to the per-round rate of a single pipeline action (Section ,
with a confidence and a rationale.

Table [2] reports the consensus vectors (panel mean =+ inter-expert standard
deviation). Defensive actions succeed at higher per-round rates than offensive
ones, yet the defender’s longer pipeline absorbs this advantage. All rates rise
monotonically across the model ladder, but the latest release (Opus 4.6 to
Mythos Preview) concentrates its gains on the offensive side, most consequen-
tially on k8" the most influential of the offensive components. The welfare
consequences of this offense-weighted release are taken up in Section [£:2}

Game dynamics. Once a patch ships, the adversary chooses between weaponizing
its own find at x°8°* and diffing the shipped patch at "V (Section ; the diff
route is gated on a shipped patch but bypasses discovery. Its share (Figure
is governed by coverage, peaking at low p and vanishing once fast coverage
closes the post-ship window (p 2 0.45). Its dependence on k°8" flips with the
surface: confined to low k°8™ at n = 1, where fast self-weaponization pre-empts
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Fig. 3. Global capability sensitivity (Morris elementary effects). For each component
of k, the mean absolute effect u* against its spread o, on (a) attack success, (b)
defender welfare, and (c) the patch-diffing share. Defensive rates xP***, kP2°" lead on
attack success and welfare; offensive k45¢, k°2°® on the patch-diffing share; k™ weakest
throughout. Spreads o~ u* indicate interaction-heavy effects.

any patch, but spanning the full range at n = 2, where one action per round
lets a patch shipped on one vulnerability be diffed while the adversary works
another. Extra targets thus feed the diff route rather than crowding it out, and
its peak rises from 21% at n = 1 to 54% at n = 2. At the calibrated p =~ 0.11,
with k™Y 2> k8" across the elicited ladder (Table , the route is material and
the adversary genuinely two-route, with the two routes near-substitutes there,
so outcomes stay insensitive to k™" itself (Figure , bearing out the classical
worry that a shipped patch is itself an exploit blueprint [18].

4.2 Case Study: Releasing a Frontier Model

Based on the calibrated game (Section , we analyze the lab’s release deci-
sion across the elicited model ladder (Table , solving every transition. We first
compare welfare under public release against the lab’s optimal strategy, showing
that welfare turns on the capability gap, not the level. We then test that strat-
egy’s robustness to the epistemic uncertainty of the LLM-Delphi panel by Monte
Carlo simulation. Finally, we examine the latest Opus 4.6 — Mythos Preview
release in detail, relating the game’s predicted strategy to Anthropic’s real-world
release decision.

Welfare turns on the capability gap, not the level. We compare five elicited fron-
tier models, GPT-40, OpenAl o4-mini, Claude Opus 4.5, Claude Opus 4.6, and
Claude Mythos Preview, under two release regimes (Figure ) A public release
makes the newest Al model available to both defender and adversary, while a
pre-release provides it to the defender alone, leaving the adversary one genera-
tion behind. Under symmetric scaling (Ax = 0, with the parameters from Sec-
tion 7 attack frequency rises from 0.27 to 0.34 as the shared model advances
from GPT-40 to Mythos, while defender welfare moves little on net, from —13.79
to —13.22. Scaling both sides equally intensifies attacks without improving de-
fender welfare, a Red Queen’s race driven by the pipeline-length asymmetry.



The Oracle’s Gambit 15

(@) n=1 (b) n=2
1.0 :
E 50
0.9 4 £ ~
8 S
E) 0.8 209
< <
a 0.74 ,5
2 o
- o
2 0.6 30 &
Q Q
g £
= 0.5 o
P 20 §
(=] T
B 0.4+ 2
3 —
() [
10 8
0.3 4 °
0.2
T T T T T T T 0
0.1 0.2 0.3 0.4 0.2 0.3 0.4 0.5
coverage rate p coverage rate p

Fig. 4. Patch-diffing share over p and x°°", for (a) n = 1 and (b) n = 2. Governed
by coverage (peaking at low p, gone by p = 0.45); its k°®°"-dependence flips with the
surface, and the peak rises from 21% to 54%. Dotted line: calibrated p.

For a single vulnerability, the expected time to traverse a pipeline is ), 1/,
with one geometric wait for each Bernoulli stage, and the adversary reaches
READY sooner than the defender reaches SHIPPED. Increasing shared capability
allows both players to speed up their pipeline transitions, but the same speed-up
moves the adversary into a damaging state earlier. Because shipping does not
immediately eliminate exposure, coverage grows at the capability-independent
rate p, so an earlier-ready adversary accumulates damage over more rounds
before the fleet is patched.

A pre-release instead opens a capability gap (Figure )7 with the defender
operating at k™" while the adversary remains at K™V, so the defender can ship
and begin accumulating coverage before the adversary reaches READY. In our
calibration, this gap raises defender welfare from —13.22 to —9.47 and lowers
attack frequency from 0.34 to 0.26. The welfare gain thus comes from relative
capability, not from a higher common level.

Robustness. The LLM-Delphi panel introduces epistemic uncertainty, reflected
in the inter-expert standard deviations reported in Table 2] We propagate this
uncertainty by Monte Carlo to assess its effect on the optimal release strategy.
For each model transition we draw the previous (kP™V) and new (k"¢V) capa-
bility vectors, sampling each component independently from a Gaussian with its
elicited mean and standard deviation, truncated to [0, 1], and re-solve at n = 1.
A pre-release remains optimal at both n = 1 and n = 2 throughout the examined
cost range (Figure |§|b), although the window is longer at n = 2, 24 rather than
12 rounds at the operating point, the value we report for the headline. Across all
transitions a pre-release is the modal decision, selected in 80% to 95% of draws,
most decisively for the largest offensive jump, Opus 4.6 — Mythos, at 95%, with
a median window of 12 rounds ([9, 15]) (Table [3).
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Fig. 5. Welfare turns on the capability gap, not the level. (a) Symmetric scaling (Ax =
0): raising the shared level yields no net welfare gain up the ladder, while attacks
rise. (b) Asymmetric gap: defender fixed at the Mythos frontier, adversary swept back
toward Opus 4.6.

Table 3. Release decision under calibrated uncertainty (N = 150 draws per transition,
n = 1). P(PRE) is the share of draws for which a pre-release is optimal. W* is the
median pre-release window and Auper the mean defender-welfare gain relative to public
release, both reported with [p1g,poo] intervals. Attacks averted is the mean reduction
in attack frequency, relative to public release.

e % Attack
Release transition P(PRE) W™ [p10, poo] Auper [p10, Poo] ave?tce(j
GPT-40 — od-mini 0.873 25 [8,36]  +4.06 [0.15,8.43]  41%
od-mini — Opus 4.5 0.853 19[9,25]  +2.94 [0.00,5.56]  32%
Opus 4.5 — Opus 4.6 0.800 11[2,15]  +1.31[0.00,2.71]  14%
Opus 4.6 — Mythos Prev  0.953 1219,15]  +2.17 [0.66,3.66]  23%

The release decision. Discovery £95¢ and exploit generation x°8", the capabil-
ities most influential for the adversary (Figure [3), increase most sharply in the
Opus 4.6 — Mythos Preview transition (Table. Anthropic ran a pre-release
program for this transition. Project Glasswing [2] gave selected partners early ac-
cess to the then-unreleased Mythos Preview for vulnerability detection. Mozilla
reportedly used that access to identify and remediate 271 Firefox vulnerabilities
before public release, roughly ten times the number found under Opus 4.6 [20].
This transition is therefore a natural case to examine in detail. We solve it at
the calibrated operating point of n = 2 vulnerabilities (Section , where the
adversary is fully two-route (Figure [d). Over Ap,p, the lab’s Stackelberg solu-
tion is a pre-release window of W* = 24 rounds. Under our calibration, this
corresponds to approximately 168 days of exclusive defender access. Relative to
public release, it preserves +3.48 welfare and reduces attack frequency from 0.34
to 0.27 (Figure [6)).

Our framework provides a structural interpretation of programs such as
Glasswing. It identifies the capability gap as the welfare driver, predicts gains
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payoff UL, and welfare uper over the window W, peaking at the interior W*=24, above
public release and embargo. (b) Optimal window W* over the hold cost cdelay, & pre-
release beneficial for both n=1 and n=2.

for offense-weighted releases, and converts the qualitative case for early access
into a model-implied window. The round-to-wall-clock mapping is approximate,
so the calibration identifies a welfare-beneficial strategy rather than a precise
duration. The strategy is nevertheless robust, with a pre-release optimal in 80%
to 95% of draws for every transition in Table |3} With monetary values for per-
round damage d® and delay cost cqelay, Which are treated here as a numeraire
and a swept parameter, respectively, the model could express both the welfare
gain and the optimal window in economic terms.

5 Discussion and Limitations

Our model provides a tractable framework for analyzing how frontier Al release
policies shape defender welfare, but this tractability rests on several theoretical
concessions and empirical approximations.

Game-theoretic abstractions. To guarantee a unique computable value, the in-
ner game relies on three simplifications: full observability, a zero-sum payoff,
and a finite horizon. The zero-sum reward assumes a pure damage-maximizing
adversary and so establishes an upper bound on harm, since a real adversary
bearing operational costs would attack less. Full observability lets the defender
prioritize vulnerabilities by the adversary’s progress and time patch shipping to
limit exposure to reverse engineering, advantages a real defender would lack;
this overstates the defender’s strength but preserves the release decision, since
protection derives from the capability gap rather than from information control.
Finally, a finite horizon bounds the game to a single release cycle: each gen-
eration’s capabilities are fixed per-round rates, and the policy sets only which
generation each side can access at each round, so Al advancement enters as the
discrete kKP™V — K"V jump.

Calibration. The delay and action costs cannot be grounded in public data, so
we sweep them and report the window as a function of cost (Figure [6p) rather
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than a single value; the reported windows are therefore conditional on the chosen
operating point, unlike calibrated parameters such as the adoption rate p. The
capability rates k are elicited by the LLM-Delphi procedure of Lorenz and Fritz
[24] rather than directly measured, following prior work that elicits risk estimates
from expert panels [7]; because the procedure maps benchmark pass rates to per-
round rates, it could also accommodate evidence from scaffolded agentic systems,
where frontier capability increasingly resides. The elicited values determine how
large the protective gap is, not whether it protects; the latter holds across the
elicited range (Section . Finally, the round-to-wall-clock mapping rests on
sector-average remediation data and is unvalidated against any specific rollout,
so the framework identifies an optimal release strategy, not a precise duration.
Future work. The model identifies the welfare-optimal pre-release window, but
the lab weighs its private cost of delay against defender welfare, so the win-
dow it chooses can fall short of the social optimum. Aligning the two through
mechanism design is the extension this work most directly motivates. Beyond
it, the model can be extended toward real-world dynamics: heterogeneous de-
fenders, richer release instruments such as security guardrails and performance
throttling, repeated releases, and competition between labs.

6 Conclusion

Responsible disclosure has long given defenders a head start in the vulnerabil-
ity lifecycle. Frontier Al erodes that advantage by granting both sides the same
model, pushing the release decision upstream to the labs that build them. We
model that decision as a bilevel three-player Stackelberg game whose leader de-
termines the release strategy, setting both sides’ capabilities and parameterizing
a downstream zero-sum stochastic game between defender and adversary.

Defender welfare depends on the Al capability gap between defender and
adversary, not on the absolute capability level. Because a patch must be built and
tested while an exploit need only be weaponized, the defender’s extra pipeline
steps turn equal Al capability gains into a smaller end-to-end speedup than the
adversary’s, so a timed pre-release of a frontier AI model to the defender creates
a protective gap. Calibrated to successive frontier-model transitions via an LLM-
Delphi elicitation method, a pre-release is the lab’s equilibrium choice in 80-95%
of posterior draws.

For models that clear the deployment threshold but carry dual-use capability,

the protective lever is sequencing access rather than withholding it entirely. To-
day’s threshold-based safety frameworks do not capture this graduated control.
Aligning the lab’s private delay cost with the social optimum through mechanism
design is the natural next step.
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