FullCert: Deterministic End-to-End Certification
for Training and Inference of Neural Networks

Tobias Lorenz!2, Marta Kwiatkowska?, and Mario Fritz'

1 CISPA Helmholtz Center for Information Security, Saarbriicken, Germany
2 Department of Computer Science, University of Oxford, Oxford, UK

tobias.lorenz@cispa.de, marta.kwiatkowska@cs.ox.ac.uk, fritz@cispa.de

Abstract. Modern machine learning models are sensitive to the manip-
ulation of both the training data (poisoning attacks) and inference data
(adversarial examples). Recognizing this issue, the community has devel-
oped many empirical defenses against both attacks and, more recently,
certification methods with provable guarantees against inference-time at-
tacks. However, such guarantees are still largely lacking for training-time
attacks. In this work, we present FullCert, the first end-to-end certifier
with sound, deterministic bounds, which proves robustness against both
training-time and inference-time attacks. We first bound all possible per-
turbations an adversary can make to the training data under the consid-
ered threat model. Using these constraints, we bound the perturbations’
influence on the model’s parameters. Finally, we bound the impact of
these parameter changes on the model’s prediction, resulting in joint
robustness guarantees against poisoning and adversarial examples. To
facilitate this novel certification paradigm, we combine our theoretical
work with a new open-source library BoundFlow, which enables model
training on bounded datasets. We experimentally demonstrate FullCert’s
feasibility on two datasets.

1 Introduction

Deep neural networks have shown impressive performance across many tasks,
especially computer vision [8] and natural language [4] tasks. However, current
research into the robustness of these models also reveals that their heavy re-
liance on data makes deep learning models susceptible to both training-time
and inference-time data attacks [22]. Training-time attacks, e.g., data-poisoning
[26, B7], manipulate the training data to change the model and, therefore, its
predictions. Inference-time evasion attacks, e.g., adversarial examples [12], 28],
change the test data to alter the prediction. To achieve reliable, trustworthy ma-
chine learning models, it is crucial to quantify and limit an attacker’s influence
on the models and to develop worst-case guarantees on the model’s performance.
Robustness guarantees will only become more critical as we increase the model’s
scale and train them on massive datasets scraped from the internet [4] 21].
Certified defenses against evasion attacks, i.e., attacks to change the behav-
ior of a pre-trained model, have made significant progress over the last years,
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Fig. 1. Overview of FullCert. During training, we bound the effects that perturbation
of the training data can have on the model. At inference, we combine these bounds with
bounds for perturbation of the test data. The result is a certified prediction against
training and test time attacks.
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yielding solutions that can guarantee the robustness of medium-sized models
[E, @). In contrast, for training-time poisoning defenses, current solutions still
largely rely on heuristics without any rigorous guarantees and can therefore be
circumvented by adaptive attacks [I7]. First works on certified defenses against
poisoning attacks with probabilistic guarantees [15] 24, B0, B6] show that the
problem is much harder, requiring further investigation and new solutions.
Multiple dimensions make training-time certification more difficult than in-
ference-time certification. While inference only depends on a single data point,
training depends on a large set of training data. This gives the attacker a much
higher degree of freedom, as they can influence multiple data points concurrently.
A second aspect is the much deeper computational graph. While inference con-
sists of a single forward pass, training consists of multiple iterations of forward
and backward passes for each data point and, usually, for multiple epochs. Since
certifying the robustness of a single forward pass is already NP-complete [16],
certifying the robustness of the entire training procedure becomes even more
challenging. Current approaches give only probabilistic guarantees and severely
limit the attacker’s influence to a few data samples [14) [24] or single pixels [30].
We propose FullCert — the first end-to-end certifier with deterministic worst-
case guarantees against both training-time poisoning and inference-time evasion
attacks. FullCert consists of three elements: (1) a formal problem definition of
deterministic end-to-end certification, (2) a deterministic, sound certification
formulation, and (3) an instantiation and implementation using interval bounds
based on our new BoundFlow library. Our approach is based on abstract inter-
pretation, which uses reachability analysis to train a family of infinitely many
models that could have resulted from all possible poisonings within some bound
of the training data. We then perform inference on this family of models, consid-
ering all possible input perturbations. This allows us to determine whether the
combination of poisoning and evasion attack could have affected the final predic-
tion and establish a robustness certificate if we can guarantee correctness. We
implement our certifier in an open-source software package BoundFlow based
on PyTorch and experimentally validate it on different tasks. We summarize
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our contributions as follows: 1. A formal definition of the deterministic end—
to-end neural network certification problem 2. FullCert, the first deterministic
certifier against both data-poisoning and evasion attacks 3. A formal conver-
gence analysis of our method 4. An open-source software package BoundFlow
5. An experimental evaluation of FullCert. Our implementation is available at
https://github.com/t-lorenz/FullCertl

2 Related Work

The work most closely related to our method stems from two general lines:
first approaches to probabilistic robustness certification of training-time data-
poisoning attacks and sound, deterministic certifiers against evasion attacks.

Training-Time Certification. The most closely related work to our approach is
Wang et al. [30], which proposes a defense against backdoor attacks via Ran-
domized Smoothing. By smoothing over training subsets, they are able to extend
randomized smoothing to network training. Using a subset of 100 digits from two
MNIST classes, converted into black-and-white values, the method can guaran-
tee invariance to the modification of 2 pixels across all training images and the
test image. In contrast, our guarantees are deterministic and hold with certainty,
and we consider imperceptible perturbations to all pixels.

Rosenfeld et al. [24] also use Randomized Smoothing for guarantees against
label-flipping attacks, and Weber et al. [33] extend Randomized Smoothing to
defend against backdoor attacks with probabilistic guarantees to ¢o-norm per-
turbations.

A second line of work derives (probabilistic) guarantees against training-time
attacks through bagging. Jia et al. [I4] demonstrate that the data sub-sampling
of vanilla bagging strategies show intrinsic robustness against poisoning attacks.
Jia et al. [15] show that this property natively holds for nearest neighbor classi-
fiers, even without ensembles. Wang et al. [32] build upon the bagging approach
and improve the robustness guarantees based on an improved sampling strategy.
Levine and Feizi [19] propose a deterministic version of bagging, which partitions
the dataset based on a deterministic hash function. Zhang et al. [36] extend this
approach to consider backdoor attacks with triggers. Recent work also considers
different threat models, including temporal aspects [31] and dynamic attacks [2].

The main differences between this line of work and our approach are the
(mostly) probabilistic versus our deterministic guarantees and the limitation to
training-time attacks, whereas ours enables end-to-end certification with infer-
ence-time attacks, and different threat model assumptions (£y/fs vs. £o). We
include a detailed comparison between the two approaches in section

Inference-Time Certification. There is a long list of work on bound-based test-
and inference-time certification [T, 10, 20, 27 34, B5]. The main difference is
their trade-off between the precision of the certificate versus the scalability of
the method to larger network sizes. Most closely related to our work is Interval
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Bound Propagation (IBP) [13], which, like our approach, uses intervals with
upper and lower real-valued bounds.

Bound-Based Robust Training. Many inference-time certification approaches
also exploit their bounds during training to achieve more robust models [I3]
20), [35], sometimes referred to as “robust training” or “certified training” in
the literature, which may cause confusion with our method. The goal of using
bounds for training is to improve the model’s robustness against inference-time
attacks and to mitigate over-approximations. In contrast to our work, they do
not provide any defense or guarantees against training-time attacks.

3 End-to-End Neural Network Certification

We present our method FullCert, the first deterministic end-to-end neural net-
work certifier against training-time and inference-time attacks. In section [3.1
we formally define the end-to-end certification problem. We then present our
general approach based on reachability analysis (via abstract interpretation) in
section [3:2] independent of the concrete bounds. Finally, we introduce our in-
stantiation using interval bounds in section |3.3| and conclude with a description
of our implementation in section [3.4

3.1 Problem Definition of End-to-End Certification

The goal of FullCert is to certify the robustness of a deep learning model against
perturbations on the training and inference data. Intuitively, we view the com-
bination of the model training and then its prediction on a single data point as
a single function. This function takes a training dataset Di;ain consisting of NV
pairs of inputs and labels, as well as a single test sample = as input. We can then
analyze the influence of changing a combination of Di,,in and x on the model’s
prediction. If we can guarantee that no changes would alter the prediction, we
can certify the model’s robustness.

Certified Training. More formally, we train a model fy : X — ) on a dataset D
by optimizing its parameters 6 using a training algorithm A, e.g., SGD:

0 = A(D). 1)

An adversary can influence the training set with a poisoning attack, which we
model by considering a family of datasets D, which include all bounded pertur-
bations that the adversary could cause to the training data. One way to define D
is through a similarity metric d, which measures the similarity of two datasets:

D= {D | d(D, Dirain) < €} . (2)

We use the element-wise fo,-norm with small € to restrict the adversary to
imperceptible changes in analogy to evasion attacks.
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Given D as possible inputs to A, we get a family of models
Fo:={fo|0=A(D),D €D} (3)

which contains all possible models that could result from the poisoning attacks.
Assuming no inference-time attacks after deployment, we can certify the model
robustness at z if

Vfg S f@ : f@(x) =v. (4)

End-to-End Certification. For end-to-end certification, we also need to consider
perturbations to . We adopt the common formulation of adversarial examples
[12], and define the bounded perturbation set S := {2’ | d'(x,2') < ¢'}. d
measures the distance between the original and perturbed data point, for which
we use the /.-norm again. We can then extend eq. to certify end-to-end
robustness against both training and inference time attacks:

Vfa S ]:@,ZZ?/ eS: fg(l‘/) =v. (5)

3.2 FullCert: End-to-End Certification of Neural Networks by
Abstract Interpretation

Solving eq. precisely is infeasible, as even the test-time certification problem
for a single classifier, that is, Vo'’ € S : fy(2') = y, is NP-complete [16]. We,
therefore, propose a solution inspired by work on test-time certification, which
uses reachability analysis (based on abstract interpretation [6]) to compute a
solution. The key is to only allow over-approximations in order to ensure sound
certificates. In other words, if we guarantee robustness (i.e., the certifier outputs
that eq. holds), we want to be sure this guarantee is correct. However, we
allow the certifier to not compute a guarantee in some cases, even though the
underlying model is actually robust, to make a solution feasible.

To perform this reachability analysis, we view the training of the model on a
dataset D and the following inference on a single datapoint x as a single function,
which takes D and z as inputs and computes the prediction f(z) as output. This
allows us to define the potential perturbations on D and z as a precondition,
propagate it through the unrolled training and inference, and finally check the
postcondition of correct classification.

The first step in this process is to build the sets D and S, which contain
all possible perturbations permitted by the attack model. The concrete shape
of these sets depends on the threat model, which in our case is an interval
(also called hyperrectangle, orthotope, or box) with real-valued upper and lower
bounds.

Once D and S are defined, we compute all outputs that could result from any
combination of elements from those input sets. Since both sets contain infinitely
many elements, we cannot test all combinations. We therefore unroll the training
and subsequent inference into a series of function invocations gy 0 go 0 -+ 0 gy,
where each g; represents a part of a forward or backward pass. For example, the
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layers of the forward pass, the loss function, or the gradient computations of the
backward pass. We can then define abstract versions of g;, labeled G;, which
compute the effect of g; on an entire set of inputs.

More formally, given a function g; : Y — V, we define an abstract version for
sets G; : U —V, where U € U,U C U, such that

YueUU € U: gj(u) € Gi(U). (6)

This property ensures that G;(U) contains all reachable points of g;(u), which
makes the method sound. The opposite does not necessarily hold, i.e., we allow
points in G;(U) that are not reachable by g;(u). This over-approximation makes
the computation feasible, as it is not always possible to efficiently compute an
exact G;(U). The next paragraphs describe training and inference in detail.

Forward Pass. For each training sample and its ground-truth label (z,y) €
Diyain, the first step is to build the set Xy = {2’ | d(¢, z) < €}. We then execute
the forward pass on Xy by building and abstract operation L(?) for each layer
operation [V in fy = (M o-..0l) as detailed in eq. @ After the last layer, we
get a set X, = L(k)(Xk,l) with possible outputs. We compute the set of losses
O on X} using an abstract version of the loss function via the same principle.

Backward Pass. The backward pass uses the chain rule to compute the gradients
wrt each parameter. Since all layer inputs and outputs are sets, we have to create
abstract versions of the gradient functions for each layer. This means the gradient
with respect to each parameter is a set of values as well. This set represents the
influence an attacker has on the gradient by perturbing the training data. With
sets as gradients, the parameter update also turns into a set operation:

Ory1 =01 — Ve J (O, X, y), (7)

with objective function J and learning rate \;. This leads to a set of possi-
ble parameters @, representing all models that could result from training with
perturbations. This yields a multiplication of two sets, the parameters and the
inputs, in all linear and convolution layers, which is an additional challenge com-
pared to inference-time-only certification without bounds on the parameters.

The final result after this training is a family of models Fg, represented by a
model architecture parameterized with an infinite set of parameters. This set of
parameters contains all possible parameters the attacker could impose through
data poisoning, in addition to elements due to over-approximation.

Inference. Using these sets of parameters resulting from training, we compute
the final certificate during inference for a test input x. The principle is the
same as a forward pass during training: build the set X', and then propagate
it through the abstract operations to obtain a set of outputs Xj. If all of these
possible outputs are classified correctly, we can conclude that no attack could
have changed the prediction.

This certification scheme can be used both as online certificates, guaranteeing
a robust prediction for a given sample, and as offline certificates, quantifying the
robustness of a model over a test set.
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3.3 FullCert Based on Interval Abstractions

The general solution introduced in section [3.2] is independent of the concrete
choice of how to represent the sets and abstract functions. The literature for
inference-time certification has used different convex models, from fast intervals
to more complex polytopes. The choice of relaxation controls the trade-off be-
tween computational complexity and the precision of the over-approximations.

For this work, we use intervals (or hyperrectangles/boxes) for our relaxations.
This abstraction has two main advantages: (1) interval bounds are fast to com-
pute compared to other relaxations, which is crucial due to the large depth of
the computational graph for model training, and (2) it is easy to implement the
multiplication of two intervals, which is not straightforward for more general
polytopes. We introduce abstract interval-versions of the operations required for
neural network training below, and prove their soundness in appendix

Notation. We represent each set of values, e.g., X and O, as an n-dimensional
interval with upper and lower real bounds. We denote an interval as A = [4, A] €
I, with lower bound A € R™ and upper bound A € R™. Equivalently, we

can define the same interval via its center and radius: A = {ma,r4}, where

my = A;A is the center and r4 = % the radius. We use these interchangeably.

Linear Layer. For linear and convolution layers, we use Rump’s algorithm [7] 25]
for matrix multiplication based on the center and radius of the interval:

I

— 1*372 c ]I7rL><n’E c ]In><p7§ c HmXp
me =maxmp, rc = (|ma|l+7a)*xr5+74*|mp|.

(8)

We can compute bounds for linear layers with weights W, biases B, and

inputs X, as well as the derivatives:

oy
X

Y =WX +B,

w_
0B

I
<

_X 1. (9)

EE

Activation Functions. We can compute the upper and lower bound for any mono-
tonic function by evaluating only the interval bounds (proof in appendix [A.2)):

G(X) = [min{g(X), g(X)}, max{g(X), g(X)}]. (10)
In particular, the ReLU function and its derivative can be bound as:
ReLU(X) = [ReLU(X), ReLU(X)], ReLU’(X) = [ReLU’(X), ReLU’ (X)].

3 The appendix is available at https://arxiv.org/abs/2406.11522
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Cross-Entropy Loss. To compute the gradients for the backward pass, we first
need an interval version of the cross-entropy (CE) loss function. CE is defined
as J(p,y) = — 2", y;log(p;) on the class probabilities p;. A naive solution
could use the upper and lower bounds of the softmax function followed by the
logarithm. However, this is numerically unstable and, therefore, the softmax and
logarithm are typically computed together [11]. We take this into account and
define numerically stable bounds for the logsoftmax function:

logsoftmax(z) = l(zc —a) — log (Z exp(z; — a) + exp(z, — a)) ,

i#c

m 11
(Ze — b) — log (Z exp(z; — b) + exp(z. — b))] 1
iF#cC
a =max{z., Zizc}, b=max{Z¢, 2, ..}

Refer to appendix for a detailed derivation, proofs of the soundness and
tightness of these bounds, and numerically stable bounds for the CE derivative.

Binary Cross-Entropy. The BCE loss with sigmoid function o(z) is

J(p,y) = —(ylog(p) + (1 —y)log(1 — p)), p = o(2). (12)
It has similar stability issues as CE with softmax. We define its bounds as

J(Z,y) = [z — zy + a + log(exp(—a) + exp(—z — a)),
Z — 7y + b+ log(exp(—b) + exp(—% — b))] (13)
a = max(—z,0), b = max(—%,0)

and defer the derivative and proofs to appendix [A-4]

3.4 Implementation

Existing bound-based certifiers only consider inference-time certification. They
rely on standard deep learning libraries for training, which use tensors as their
basic data type and cannot be easily extended to support bounded parameters.
We, therefore, develop a new open-source software package for end-to-end cer-
tification. The primary goals are (1) a correct implementation of our method,
(2) easy extensibility, (3) high performance through GPU support, and (4) easy
integration with existing deep-learning frameworks.

We choose PyTorch’s [23] low-level vector operations as our basis, which
allows for performance-optimized operations. However, we cannot re-use Py-
Torch’s pre-defined layer operations or automatic differentiation system, as it
assumes tensor inputs. We, therefore, create our own open-source library Bound-
Flow, which implements layers, models, and gradient operations for bound-based
model training, including GPU support, for many platforms. It supports basic
layer operations for interval bounds, which can be extended to more complex
operations and bounds as required.
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4 Convergence Analysis

Training with FullCert can be thought of as executing SGD on infinitely many
datasets concurrently. We analyze the convergence of FullCert towards an op-
timum to understand under which conditions certified training can work and
where the challenges lie. Since proving the convergence of SGD for general, non-
convex problems is not possible, we consider a simplified, convex setting and
full-batch gradient descent, which is well understood [3] and gives insights into
the algorithm’s behavior.

In principle, two factors can cause the training to diverge. (1) The pertur-
bations of the training set itself, i.e., the perturbations could include a dataset
for which gradient descent no longer converges. (2) The over-approximations,
which we allow to make the solution feasible, could prevent the algorithm from
converging in some cases. We consider both factors in turn.

Perturbations. To analyze the influence of perturbations, we consider a hypo-
thetical, exact certifier, which does not allow any over-approximations. That is,
Yo € G;(U) Ju € U : g;(u) = v. Then we can show that the certified training
Aegxact on the family of perturbed datasets D converges exactly when the base
gradient descent (GD) algorithm Agp converges for each perturbed dataset:

6exact = Aexact(D) Vo < @exact :dD €D | 0= AGD(D)

Agp converges VD € D & Aexact (D) converges. (14)
This convergence property directly follows from the definition of exact certifiers,
which implies that all parameter configurations € Ggyact are reachable. There-
fore, there has to be a perturbed dataset D € D that produces the same 6 using
Agp. The convergence property is desirable, as it implies a guarantee that the
attacker could not have changed the convergence if certified training converges.

Over-Approzimations. Practical certifiers cannot compute Ogyact and therefore
typically approximate it with O,elaxed D Oexact, Which allows new values that
could lead to divergence. We analyze this with a proof sketch following Bottou
[3], which we generalize to families of datasets and sets of parameters.

As mentioned above, this proof only holds with some assumptions: (1) non-
zero gradients everywhere except for the optimum (i.e., a single global optimum
without saddle points), (2) Lipschitzness (i.e., bounded gradients), and (3) a
decreasing, non-zero learning rate.

The core idea of Bottou [3] is to define a Lyapunov sequence h; = (6; — )2,
a sequence of positive numbers whose value measures the distance to the target
at step . We can then show that the algorithm converges by showing that this
sequence converges. We generalize this sequence to intervals as hy = (@ — ©*)2.

Using the definition of the gradient update step (eq. )7 we get

hivi —he = =20 (0; — O" )V J(0;) + N2 (VeaJ(6))?. (15)

distance to optimum discrete dynamics
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The second term is a consequence of the discrete nature of the system and is
bounded by assumptions on the gradients and learning rate (see Bottou [3]). The
first term relates to the distance to the optimum and should be negative for the
training to converge. While this is easy to show for single 6; and gradients, it does
not always hold for intervals. For the term to be negative, (0; —0*)VoJ(6;) has
to be positive. This is the case exactly when ©; N©* = ) due to the properties of
interval multiplication. The algorithm starts diverging as soon as the optimum
is contained within the parameter interval.

The second challenge lies in the gradient update step, which causes the radius
of ©; to always grow. This is a consequence of subtraction in interval arithmetic:

c=a—-b=[a—ba—bl=r1.=r,+m, =T, =Te, T A\ry,r,)- (16)

We draw two conclusions from this. (1) The fewer steps are required, the more
precise the solution will be. This is partially due to fewer over-approximations
but also a natural consequence of the fact that, the less we train, the smaller
the influence of an attacker. (2) A small step size is beneficial, as the parameters
slowly converge towards the optimum without including it within the parameter
set prematurely.

5 Experiments

To complement our theoretical insights, we perform a series of experiments to
demonstrate the feasibility of FullCert. We evaluate FullCert qualitatively and
quantitatively on two different datasets. Appendix [B] contains additional exper-
iments, e.g., on the influence of hyper-parameters and model architectures.

Ezperimental Setup. We use our
BoundFlow software package to im- 20
plement end-to-end certified train-
ing and inference. For evaluation, we
use two datasets: Two-Moons and
MNIST 1/7 [18]. Two-Moons is a two- o5/
dimensional dataset with two classes
of points configured in interleaving
half circles. It is well-suited for ana- -osq
lyzing the behavior of training algo-
rithms and allows easy visualization.
To test the behavior on more com- ~°7 o 5 T 7 3
plex data, we follow prior work [30]
and train a model on MNIST 1/7, the Fig.2. Barriers to the decision bound-
MNIST subset with only digits 1 and aries for all models that could have resulted
7. We report certified accuracy, the from poisoning the Two-Moons dataset.
percentage of test samples for which Our bounc'ls on th.e parameters.guarantee
c . that all points outside these barriers are ro-
we can guarantee correct prediction.

bustly classified.
That means the model predicts the Hstly classie

1.54

1.0

0.0 4

-1.04
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correct label, and eq. holds. We set the perturbation radii to e = ¢/ = 1072 for
Two-Moons and € = ¢ = 10~* for MNIST. Training details are listed in app.
and our implementation is available at |https://github.com/t-lorenz/FullCert.

End-to-End Certification. These experiments demonstrate FullCert for SGD
training. The plethora of successful poisoning attacks shows that SGD train-
ing is unstable and easy to influence, which makes certification challenging.

To illustrate FullCert, we perform a qualitative evaluation on Two-Moons.
Figure [2| visualizes the dataset’s two classes and the barriers to the decision
boundaries of the model family trained with FullCert. FullCert guarantees that
the decision boundaries of all models lie between the two barriers, and therefore
guarantees that all points outside these barriers are robustly classified. An ad-
versary could potentially have influenced the classification of points in between.

For a quantitative evaluation, we run experiments on Two-Moons and MNIST
1/7 datasets. We start certified training from different starting points to verify
the results from section [4] Using a small subset of 100 unperturbed samples, we
gradually pretrain models to different starting accuracies.

90% — 100% —
f::;’r’r ’,¢¢
> 90% A 2
Z80%| A w2 9 : v
y - ”
e Yy - e ¥,
3 L 3 80% y
3 70% o < o7
2 P ® o, ¢f’<"
£ o~ S 0% o
£ -~ € Y4
60% z 4 >
e L © 60% | B 2
2
- -
50% T T T 50% T T T T
50% 60% 70% 80% 90% 50% 60% 70% 80% 90% 100%
Pretrain-Accuracy Pretrain-Accuracy
(a) Two-Moons (b) MNIST 1/7

Fig. 3. Certified accuracy for different initial accuracies on Two-Moons for e = 1073
and MNIST 1/7 for ¢ = 10™*. Each dot represents a separate model, with the convex
hull in blue. The closer the initialization after pretraining is to the final operating point,
the higher the final certified accuracy. Blue convex hulls are for visualization purposes.

Figure |3| shows the certified accuracy for both datasets for different starting
points. The diagonal in the center represents the baseline certified accuracy with
only pretraining. Points above the diagonal show improved certified accuracy,
demonstrating benefits of our training scheme.

The results show that certified training is already effective without any pre-
training (left end of the x-axis with 50% accuracy). On Two-Moons, it achieves
75% certified accuracy when training from scratch, and 60% on MNIST 1/7.
The closer the model gets to the optimum during pretraining, the higher the
final certified accuracy, slowly converging with the pretrained accuracy once the
starting point reaches the final optimum.

Comparison to Related Approaches. In contrast to certification for inference,
training-time certification is still in its early stages. In fact, our submission ad-
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dresses deterministic end-to-end certification for the first time and is the first
work to bring bound-based certification to training-time guarantees.

l Perturbations {y Perturbations
100% 100%
- —¥— FullCert o T —¥— FullCert
g 80% BagFlip g 80% BagFlip
=] =]
3 3]
S 60% S 60%
< <
- L.
& 40% S 40%
2| B
= £
S 20% 2 20%
O o
0% - 0% - -
0.00 0.02 0.04 0.06 0.08 0.10 0.0 0.2 0.4 0.6 0.8 1.0
€ R

Fig. 4. Comparison between FullCert and BagFlip. Left: Certified Accuracy for differ-
ent € on Two-Moons. The threat model allows perturbations of up to € for each feature.
Right: Certified Accuracy for different R as a percentage of MNIST 1/7 images with
one flipped feature or label (FL1 perturbation) as reported in BagFlip.

As discussed in section [2] existing work on training-time certification is based
on bagging and randomized smoothing. These are fundamentally different certi-
fication techniques with different assumptions on the threat model, which make
a direct comparison to our approach impossible. To illustrate this difference, we
compare FullCert to BagFlip [36]. (1) BagFlip guarantees robustness against £-
“norm” perturbations, which means robustness against flipping a small percent-
age of features or labels of the training or test data. In contrast, FullCert guar-
antees robustness against {.,-norm perturbations, which means small changes
to all features of the training and test data. Ideally, machine learning models
should be robust against both. Figure [d]illustrates that each method succeeds in
its perturbation model, but does not transfer to the other. (2) FullCert computes
deterministic guarantees, which always hold. In contrast, BagFlip’s guarantees
only hold with high probability, which means a small chance remains that the
guarantee is invalid. (3) BagFlip requires training and evaluation of 1000 models
for the same task. In contrast, FullCert only trains a single model with bound
propagation. (4) FullCert evaluates the robustness of a normal model as if it was
trained regularly, while BagFlip changes the underlying model into an ensem-
ble, which results in different predictions. (5) BagFlip only works on discretized
features, while FullCert can handle both discretized and standard, real-valued
features. All of these differences make it impossible to compare the two methods
directly. We believe there is merit in exploring both techniques for training-
time certification, analogous to how the community explores both approaches
for test-time certification concurrently.

6 Discussion & Limitations

End-to-end certification of networks is a crucial yet difficult problem. We propose
FullCert, the first deterministic certifier, which also extends its guarantees to
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model training. As any method addressing challenging problems, FullCert comes
with some limitations.

One challenge common to all certification methods is limited scalability to
larger models. This is due to the high computational complexity of the certifica-
tion problem. Even a single inference pass is already NP-complete [I6], which is
exacerbated for training-time certification with multiple forward and backward
passes. We address this using fast interval relaxations, which make the compu-
tation feasible at the cost of over-approximations. These over-approximations
are currently the main limiting factor of our approach, leading to small certified
radii. They could be addressed with more precise relaxations in future work.
However, even in its current form, FullCert can be used to assess the stability of
training against perturbations in smaller-scale settings.

The theoretical guarantees and bounds of FullCert are sound, as shown in sec-
tion[3] Due to the underlying PyTorch framework not supporting sound floating-
point arithmetic, the implementation may suffer from numerical imprecision. We
believe that the effects are negligible in practice, which is supported by prior work
with the same limitation [I] [34] [35].

Finally, the algorithm and threat model we consider are challenging. The
work on poisoning attacks shows that training is very sensitive to perturbations
[29]. The threat model gives the adversary control over all inputs, which is a
worst-case assumption. The training instability and the adversary’s high degree
of freedom limit current guarantees to small perturbation radii compared to test-
time certificates. We see great potential for tighter guarantees using more robust
training algorithms and limiting the adversary’s control to a subset of the data.

7 Conclusion

This work addresses the challenging problem of end-to-end robustness certifi-
cates against training-time and inference-time attacks. We formally define the
certification problem and propose FullCert, the first certifier that can jointly
compute sound, deterministic bounds for both types of attacks. The theoreti-
cal analysis shows the soundness and convergence behavior of this method. Our
new open-source library BoundFlow allows the implementation and experimen-
tal evaluation of FullCert, demonstrating its feasibility.
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Appendix
A Interval Relaxations

This section provides additional information on the constraints introduced in
section [3.3] as well as proofs for the soundness and tightness of these bounds.

A.1 Basic Operations

The most basic form of abstract operation on these sets is the standard interval
arithmetic, with the same soundness concept as introduced before. Given two
intervals A, B € I"™, we can compute their sum and differences as

B=[A+B,A+B]
_ _ (17)

[ENIRN
+

Similar interval operations can be defined for multiplication and division:

A% B = [min{A*B,AB,Ax B, Ax B},
max{A* B,Ax B, Ax B, A*B}] (18)
A _ 1 1 1 1
==Ax=, = 0¢B.
B T B B {B B} ¢

A.2 Monotonic Functions

Monotonically increasing or decreasing functions can be evaluated at the bounds
of the input interval. For a monotonically increasing function f:

f@) = [f(2), f(@)]. (19)

This directly follows from the monotonic property, i.e., Va,b: a < b= f(a) <

f(b):
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These bounds are also tight, as they are realized by the upper and lower
bounds of the input.

For monotonically decreasing functions, the opposite holds with the same
argument:

f@) =1f@), f(2)]- (20)
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A.3 Cross-Entropy Loss

The typical loss function to train classifiers is the cross-entropy-loss:

J(x,y) = — Zyz log(p:)

23

(21)

Dol €%

Computing the last-layer softmax function followed by the cross entropy loss
is numerically unstable since exp(z) = inf Vz > 88 and exp(z) = 0.0 Vz < —104.
This is already a challenge in regular model training, but bound-based training
is especially sensitive.

Deep learning frameworks, therefore, combine the two operations into a sin-
gle, numerically stable operation using the logsoftmax trick [11]:

p; = softmax;(z) =

coftmax..(z) = exp(zc) _ exp(zc_a)
softmaxe(2) = S " o) ~ T, expla — ) (22)

= o)

= (2. —a) —log Z exp(z; — a)) (23)

a = max z;
i=1..m

logsoftmax,(z) = log (

Nalve bounds for softmax would be

w5 = [ S _wlEd) ]

Soimiexp(zi) ] Yot exp(z (24)

exp(z, — ) em%@}

|:Z;11 exp(Zi —a)’ 3o, exp(z; — a)

However, these bounds are not tight. The upper and lower bounds of z. are used
in the same term but can never be realized simultaneously. Also, using a single
offset a does not fully mitigate the stability issue, as the terms in the upper and
lower bounds can be quite different for larger intervals.

We, therefore, refine the solution with tight upper and lower bounds:

l exp(z,) exp(Ze) 1

softmax(z) =

D ize€XP(Zi) +exp(z.)” 3,4 exp(2;) + exp(Ze)

_ exp(z, — ;) exp(Ze — aq,)
D ize @XP(Zi — @) +exp(z. — @)’ 32,4 exp(z; — au) + exp(Ze — ay)

ap = max{z,, Zizc}, Gy = Max{Zc, 2, 4.}

(25)
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We prove soundness through monotonicity. Softmax is monotonically increas-
ing in z.:

exp(zc) exp(zc)
softmax(z) = —=x = =1—— - beR5y, (26
x(2) Yoioiexp(z)  exp(zc)+b b+ exp(z.) 20, (26)
and monotonically decreasing in z;x.:
¢ b
softmax(z) = exp(z) ! ,{b1,b2} € R (27)

Soimyexp(zi)  exp(zi) + b
Therefore, using eq. and eq. , our bounds are sound and tight.

The same concept can be extended to the logsoftmax function:

logsoftmax(Z)

= [zc — log <Z exp(z;) + exp(zc)> ,Ze — log <Z exp(z;) + exp(zd)]

i#c i#c

= [(Zc —ay) —log (Z exp(Zi — a) + exp(z, — al)) ) (28)

iF#c

m
(Ze — ay) — log (Z exp(z; — ay) + exp(Z. — a@)]
i#c
ar = max{goazﬁéc}v Ay = max{zcaéi;éc}
The log function is monotonically increasing. That implies that log osoftmax
has the same monotonicity as softmax, which proves both the soundness and
tightness of our bounds.

A.4 Binary Cross-Entropy
For binary classification problems, we use the binary cross-entropy (BCE) loss:

1

a e )

J(p,y) = —(ylog(p) + (1 —y)log(1 = p), p = o(2)

Combined with the sigmoid activation of the last layer, it has the same nu-
meric stability issue as cross-entropy with softmax. The typical solution looks,
therefore, similar:

J(2,y) = =(ylog(a(2)) + (1 — y) log(1 — o(2))
=z — zy + log(1l + exp(—2))
=z — zy + a + log(exp(—a) + exp(—z — a))
a = max(—z,0).

(30)

BCE is monotone in z. Therefore, we can directly define tight and sound

bounds using eq. (19):
J(z,y) = [min{L(z,y), L(z, y) }, max{L(z,y), L(Z,y)}] (31)
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For the backwards pass, we get the derivative of BCE as

oJ

S =alz) —y (32

This function is, again, monotonically increasing in z. Therefore

Y @ =lo2) ~y.0() ] (33)

are tight and sound bounds.

B Additional Experiments

We supplement our main experiments in section [5| with additional experiments
to analyze the influence of different aspects of model training on FullCert.

B.1 Complexity and Compute

Training with interval bounds has the same asymptotic complexity as regular
model training. The overhead due to computing upper and lower bounds for
each intermediate result is a constant factor.

In practice, the overhead is larger, as our BoundFlow library is not as heav-
ily optimized as modern machine learning libraries like PyTorch. For practical
comparison, training a fully connected network with two layers for 100 epochs
on Two-Moons with FullCert takes 7.6 seconds, while the same model without
bounds in PyTorch trains in 0.5 seconds. For MNIST 1/7, a single epoch with
FullCert takes 2 seconds, while the same model without bounds in PyTorch
trains in 0.38 seconds per epoch.

We run all experiments on a Linux machine with an 8-core 3.6 GHz CPU,
32GB of RAM, and an Nvidia Titan RTX GPU. For exact software versions,
please refer to the environment file provided with the implementation.

B.2 Training Details
The experiments in section [5| use the following hyper-parameters as defaults:

batch size: 100

learning-rate: 0.01 Two-Moons, 0.05 MNIST 1/7
— max-epochs: 100

architecture: 3-layer MLP with ReLU activation

For Two-Moons, we use a training set size of 1000 samples, and 200 samples
for validation and test sets, respectively. For MNIST 1/7, we use the standard
train and test splits of the full MNIST dataset, filtered to only include samples
from classes 1 and 7. We use 2000 images from the training set for validation,
which leaves us with 9831 samples for training and 1938 samples for the test set.
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B.3 Influence of Hyper-Parameters

In this set of experiments, we evaluate the influence of different training param-
eters on FullCert. To this end, we train fully connected models on the Two-
Moonsdataset without pertaining while varying different hyper-parameters.

€ 0.0001 0.001 0.01 0.1
certified accuracy 85.1 4+ 3.7 83.7 £ 4.0 72.4 £+ 11.7 36.8 £ 14.8

Table 1. Certified accuracy of 2-layer MLPs trained on Two-Moons for different e.
All values show mean and standard deviation over 10 independent training runs with
different, randomly chosen seeds. For smaller perturbations budgets, the algorithm
consistently converges toward an optimum. For large perturbations, some initializations
cause training to converge due to one of the effects analyzed in section [} leading to
lower mean accuracy and higher variance.

The most influential hyper-parameter is the perturbation radius €. € is de-
fined by the threat model, and it directly controls the adversary’s capabilities.
The larger ¢, the stronger the attacker’s potential influence on the prediction.
Table [1] shows certified accuracies for 2-layer fully-connected models with ReLU
activation with different perturbation budgets. The certified accuracy is aver-
aged over 10 runs with different, randomly chosen seeds for initialization. For
small €, FullCert consistently converges towards an optimum with high certified
accuracy. This changes for large €, where some runs fail to converge depending
on initialization. This is likely due to one of the effects discussed in section [
and results in a lower average certified accuracy and higher standard deviation.

learning rate 0.01 0.1 1.0 5.0 10.0
certified acc. 71% 72% 75% 4% T7%

Table 2. Certified accuracy of 2-layer MLPs trained on Two-Moons with ¢ = 0.01 and
different learning rates. The experiments show convergence and good certified accuracy
across four orders of magnitude.

Table [2| shows certified accuracy when trained with different learning rates.
Training is stable across four magnitudes of learning rates with certified accu-
racies consistently above 70%. The increase in certified accuracy with higher
training rates is likely due to the much faster convergence towards the opti-
mum, which decreases the number of learning steps and therefore the number of
accumulated over-approximations.

Table[3|shows certified accuracy when training with different batch sizes. The
results are nearly identical, demonstrating that FullCert works independently of
batch size.
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batch size 50 100 500 1000
certified accuracy 72.0% 72.5% 72.5% 71.5%

Table 3. Certified accuracy of 2-layer MLPs trained on Two-Moons with € = 0.01
and different batch sizes. The results show that certified accuracy is independent of
batch size.

architecture certified accuracy
2 layer MLP, 10 hidden nodes per layer 75.5%
2 layer MLP, 20 hidden nodes per layer 72.0%
2 layer MLP, 30 hidden nodes per layer 69.5%
3 layer MLP, 30 hidden nodes per layer 61.0%

Table 4. Certified accuracy for MLPs with different architectures trained on Two-
Moons with € = 0.01. The larger the model, the lower the certified accuracy due to the
increasing imprecisions caused by over-approximations.

Lastly, we show that FullCert works on different model architectures. Table
shows certified accuracy for MLPs with different layer and node counts. In gen-
eral, the larger the model, the lower the certified accuracy. This is due to the
fact that the effects of over-approximation increase with increasing model size,
and the bounds become less precise as a result.
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